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CLD Job Description Form 

	Division/Department
	Engineering 

	Location
	Washington, DC 

	Job Title
	Security Implementation Architect


	Reports to
	IBM Manager
	Title
	Security Implementation Architect


	

	Level/Grade
	
	Type of position:
|X|  Full-time
|_|  Part-time
|_|  Contractor
|_|  Intern
	Hours__40______ / week
|X|  Exempt
|_|  Nonexempt

	

	General Description

	Security Operations and Maintenance Engineer will support the deployment, operations, and ongoing maintenance of system security components.  This will involve coordinating with multiple project teams and client teams to test, troubleshoot, and manage identity management components of the system.

Job Duty 1 with 20%  of time: upgrade configure, tune, troubleshoot, diagnose, and support the existing 
Tivoli and Anakam interfaces as well as same level of support for new 
environments
Job Duty 2 with 20%  of time: perform deployments of COTS configuration changes, COTs data, and custom Java 
applications
Job Duty 3 with 20%  of time: Develop deployment and verification scripts
Job Duty 4 with 20%  of time: Collaborate with the security, design, and development teams to improve and 
automate deployment processes, post-deployment verification processes, and high 
availability/failover capabilities
Job Duty 5 with 20%  of time: Work with the DBA and performance engineering teams to test backup and restore 
capabilities and to test performance capabilities

	work experience requirements

	Java , J2EE , DB2 , Oracle (list type: module, portal, etc) 5, Rational 3, Security  - Privacy 5, Tivoli TAM/TIM/FIM 5, Unix/AIX 3, System Administration 5, WebSphere (list type: content mgr, server, developer) 5, Consulting 5, System & Application Test 3, Anakam TFA or similar 5, Buildforge 3, ArcSight 3, DataPower 3
See Skills Required tab

	education requirements

	BS degree (10 years)  or 
MS degree ( 15 years)

	

	Reviewed by
	[bookmark: _GoBack]Paul R. Jennings
	Title
	CMO

	Approved by
	Charles Lambert
	Title
	President

	Date Posted
	11/01/2011

	Date Hired
	Pending
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