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CLD Job Description Form 

	Division/Department
	Engineering 

	Location
	Downtown Washington DC 

	Job Title
	Web Developer

	Reports to
	IBM Manager
	Title
	Web Developer

	

	Level/Grade
	
	Type of position:
|X|  Full-time
|_|  Part-time
|_|  Contractor
|_|  Intern
	Hours__40______ / week
|X|  Exempt
|_|  Nonexempt

	

	General Description

	General Requirement: Web Developer 
 
Background: The Web Developer designs, develops, operates and maintains static and dynamic web sites and applications for multiple internet and intranet sites with demonstrated expertise in using languages and tools described below. Understands and documents user requirements, and designs and develops them into web sites that incorporate usability best practices. Documents and tests all work products and changes before deployment to production. Scans all developed code for known security vulnerabilities and resolves them to produce error free and secure code. Modifies web sites and updates web content. Monitors web usage statistics (from Google Analytics/Urchin) and produces and updates analytics reports. Identifies, diagnoses and fixes website problems, including broken links. Operates, maintains and administers web development, presentation and hosting tools, products and databases to include media, content management, trouble ticket tracking and version control systems. Assists with collecting information and prepares documents required in the Certification and Accreditation of systems.  Experienced in tagging web site and content with accessibility codes and testing to ensure the web sites are compliant to accessibility requirements of the section 508 of the ADA.

Job Duties: 
Job Duty 1
Develop, implement and maintain quality web sites and applications on a Linux, Apache, MySQL and PHP (LAMP) stack, using web and multimedia development and presentation tools to include but not limited to: HTML, CSS, PHP, CGI, XML/XSLT, JSP, JAVA, Java Script, Ajax, XHTML, Perl, Flash, Adobe Creative Suite, Google search, and MySQL database.  Implement, administer, update and operate the software and tools used in the development and publication of web sites to include but not limited to: the open source Wordpress; the Adobe Media Server for serving flash media; the Google Search Appliances; Version Control Systems, a Content Management System (CMS) custom developed in Java/J2EE, and the Apache web server, ModSecurity application firewall, and Tomcat applications server software. Provide expertise in the selection and implementation of a new, Drupal-based CMS, or other supporting products. 

Job Duty 2
Prepare web content for accessibility and compliance to Section 508 of the Americans with Disabilities Act (ADA). Test all content to ensure it meets the Section 508 guidelines for accessibility before publication to production systems. 

Job Duty 3
Use secure web site coding and development practices. Before deployment to production, and periodically thereafter, scan all code for known security-related vulnerabilities using DOJ provided tools such as Cenzic Hailstorm, and resolve discovered vulnerabilities. Support Certification and Accreditation of sites and systems. 

Job Duty 4
Test all developed products in the development and/or testing environments and migrate to production environment. 

Job Duty 5
Document all requests, requirements, design, development and the finished products. Document operational maintenance and publishing processes, site and system configurations and any changes to the same. 



	work experience requirements

	Basic Skills Required, Years in each skill: 
Must have the following skills/experiences:
Word Press implementation and development (1+ years)
Content Management System selection and implementation – Drupal (1+ years)


	education requirements

	AAS in Computer Science or Equivalent in years to Degree (3 years)


	

	Reviewed by
	[bookmark: _GoBack]Paul R. Jennings
	Title
	CMO

	Approved by
	Charles Lambert
	Title
	President

	Date Posted
	11/01/2011

	Date Hired
	Pending
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