[image: ]”CONTINUOUS CALL TO DEFENSE”

OPEN JOB OPPORTUNITIES
Positions total 7 

Responsibilities and Duties: Information Security Analysts 
• Assist the program manager to ensure new systems and upgrades, satisfy National, IC, DoDIIS, DoD and US Army security requirements 
• Develop C&A documents IAW DIACAP 
• Evaluate engineering designs for compliance with applicable security requirements. 
• Support IA testing of new or modified systems (includes networks and network components) to ensure compliance with applicable security requirements. This testing will occur at other sites. 
• Evaluate C&A documentation IAW DIACAP standards. 

Job Primary Functions 
• Directly supports the Program Manager and Program Executive Office 
• Participate in ST&E processes. Provide other Information Assurance (IA) consulting services, as required. 
• Develop C&A documentation, to include System Security Plans, Requirements Traceability 
Matrices, Security Test & Evaluation Plans, Risk Assessments, Contingency Plans, Security 
Awareness Plans, Incident Response Plans, MOAs, and other Security Plans. 
• Evaluate security designs and site integration concepts for enterprise Networks and Systems 
• Diagnoses secure systems failures, and identify and implements corrective actions 
• Evaluate and test modifications to enterprise systems for compliance with National, Intelligence Community (IC), DoDIIS, DoD, US Army, and enterprise Information Assurance (IA) requirements, directives, and policies at associated sites and contractor facilities. 
· Evaluate Security Certification and Accreditation (C&A) documentations for technical accuracy and compliance with applicable security requirements. 
• Interface with the program CIAO, DIA and NSA as necessary to review program design, security and test requirements. 


Preferred Qualifications 
• Experience with defining security requirements, evaluating security concepts, designs software 
integrations and evaluating systems for compliance with security requirements 
• Experience translating security requirements into technical designs/solutions. 
• Experience in designing tests and testing for security requirements (1 year)
LABOR CATEGORY DESCRIPTIONS

SYSTEMS ENGINEERING

JOB TITLE:  SENIOR STAFF SYSTEMS ENGINEER

Minimum/General Experience: Fourteen years of directly related technical experience and substantial management experience in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, or database planning and design.  Personnel in this skill category have previously demonstrated superior leadership skills in many successful efforts involving highly qualified scientific, engineering or technical staff.
Functional Responsibility:  Individuals in this category are high-level managers, reporting directly to corporate officers, having responsibility for the operation of large technical programs and the performance of several significant systems engineering or system development projects.  
Minimum Education:  Qualifications at this level include a Masters degree in a scientific, engineering, or computer science area, or an MBA or an undergraduate degree and three additional years of management experience.

JOB TITLE:  STAFF SYSTEMS ENGINEER

Minimum/General Experience: Twelve years of directly related experience including management or leadership roles in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, or database planning and design.  Personnel in this skill category have previously demonstrated leadership skills in a number of successful efforts involving highly qualified scientific, engineering or technical staff.
Functional Responsibility:  Individuals in this category are senior level managers and have a high degree of experience and knowledge in systems engineering related disciplines.  They are  program or project managers and oversee the performance of one or more significant projects.  
Minimum Education:  Qualifications at this level include a Masters degree or an undergraduate degree and three additional years of management experience.




JOB TITLE:  SENIOR SYSTEMS ENGINEER I

Minimum/General Experience:  Ten years of related experience in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, database planning and design.  Project Management experience is required.
Functional Responsibility:  Individuals at this level are emerging authorities and are recognized by peers inside and outside the organization as significant contributors to current systems technology.  They function as project leaders on major projects and identify and initiate innovative research opportunities.  
Minimum Education:  Qualifications at this level  include an undergraduate degree.

JOB TITLE:  SENIOR SYSTEMS ENGINEER II

Minimum/General Experience: Ten years of related experience in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, database planning and design.
 Functional Responsibility:  Individuals at this level are  assigned as leaders for projects of substantial size and importance.  They participate actively in company-sponsored research and provide technical and leadership contributions to contract and other tasks..  
Minimum Education:  Qualifications at this level  include an undergraduate degree.

JOB TITLE:  SYSTEMS ENGINEER I

Minimum/General Experience: Ten years of professional experience including eight years of related experience in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, database planning and design.  Individuals in this category have demonstrated leadership qualities.
Functional Responsibility:  Individuals at this level are  assigned as leaders for projects of substantial size and importance.  They participate actively in company-sponsored research and provide technical and leadership contributions to contract and other tasks.  
Minimum Education:  Qualifications  at this level  include an undergraduate degree.  Five years of applicable experience may be substituted for an undergraduate degree.

JOB TITLE:  SYSTEMS ENGINEER II

Minimum/General Experience: Eight years of professional experience including five years of related experience in successful efforts involving any combination of: systems analysis and design, programming, conversion and implementation support, network services, project management, data/records management, resources and facilities management, database planning and design.  Individuals in this category have demonstrated leadership characteristics and evidenced significant growth potential.
Functional Responsibility:  Individuals at this level are assigned as leaders for smaller projects.  As participants in larger projects, they  provide solutions to a variety of difficult or complex problems.  
Minimum Education:  Qualifications  at this level  include an undergraduate degree. Five years of applicable experience may be substituted for an undergraduate degree.
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